HauanbHuky YmnpasineHust HHQOpMaIIHOHHO-
TEJIEKOMMYHUKAI[MOHHONH NHPPACTPYKTYPHI
OI'bY IUTO

[IIBenony ..

AHanuTnyeckas 3ammckKa

B HacTosIIel aHaTUTHYECKOHN 3alMCKe MPUBOASTCS PE3yJIbTaThl aHAN3a U MPEIararTCs
NYTH PeleHHs TPOoOJIEMBI MOTEPH JOKYMEHTOB B cUCTeME MEKBEIOMCTBEHHOTO JIEKTPOHHOTO
JIOKYMEHTO000poTa s cinykebHoro nosb3oanus (mamee MO0 JICIT). Cyrs nmpobiieMsl: 10-
Tepsi JOKyMEHTOB mpHu ux obpadotke B cucreme MDJIO JCII Ha y3max 192.168.162.20 (y3en
«medo-dspy), 192.168.162.52 (y3ex «appl»), 192.168.152.37 u 192.168.162.57.

I'pad cBS3HOCTH y3II0B Ha TpeTheM (JBYHAIIPaBJICHHBIC CBSI3U, CHHUU I[BET) U CEABMOM
(nByHarmpaBJIeHHBIC CBA3H, 3€JeHbIN 11BeT) ypoBHAX OSI, BMecTe ¢ HalpaBICHUSIMA MHUIHAIIAN
COeMHEHUH (OTHOHAIIPABIICHHBIE CBSA3M OT WHUIIMATOPA K LIEJIHN) IPEACTaBICH Ha pUCYHKe 1.

—» 192.168.162.52/24 (appl) ——3—» 192.168.162.57/24
NFS import: /mnt/storage_ro é% NFS export: /mnt/storage_ro
NFS import: /mnt/storage 7 NFS export: /mnt/storage
3 SMB import: /mnt/medo/in
SMB import: /mnt/medo/out

> 192.168.162.20/24 (medo-dsp) [

St bt 3—>_<J
/opt/pair-node-distributor/storage/sed_out 10-255.1.65/7

SMB export: |:> 192.168.152.37/?

lopt/pair-node-distributor/storage/sed_in

SMB import: ﬁ 7 }g SMB export: /in (pacnonoxexue B $C

/opt/pair-node-adapter/storage/medo_in cepBepa HEN3BECTHO)
SMB import: Iﬁ }g SMB import: /out (pacnonoxeHune B ®C
: 7
/opt/pair-node-adapter/storage/medo_out cepBepa HEN3BECTHO)

Pucynok 1 —I'pad cBA3HOCTH y3JI0B Ha TPAHCIIOPTHOM U IPUKJIAHOM YPOBHSIX

3Ha4yeHusl JIOCTYIHOTO MPOCTPAHCTBAa HA 3KCIOPTUPYEMBIX pecypcax (IO COCTOSHUIO Ha
24.05.2024) cBenensl B Tabamiy 1.

Tabmuna 1 — nocTynHoe NpOCTPaHCTBO HA SKCIIOPTUPYEMBIX pecypcax

Pecypc Bcero | Jocrynuno | Hcm., %
/mnt/storage_ro na 192.168.162.57 4,0 To 151 T6 97
/mnt/storage na 192.168.162.57 8,0 To 2,1 To 75
Jopt/pair-node-distributor/storage/sed_out ua 192.168.162.20 | 1 T6" 900 I'6° 15
/opt/pair-node-distributor/storage/sed_in na 192.168.162.20 1T6" 900 I'6° 15
/in ma 192.168.152.37 90 I'6° 35T6 73
Jout Ha 192.168.152.37 90 I'6° 3516 73

IIpumeyanus:
1o Pecypc pacrnonoxeH HenmocpeACTBEHHO B KOpHEBOH (aiiinoBoil cucreMe.

— 3HaveHue JOCTYIMHOro mpocTpancTBa no nokazanusMm OC cepsepa 192.168.162.20 (df -h
| grep "/$") He coBmamaeT co 3HaueHHEeM 1o nokaszanusaM OC kimenta 192.168.162.52 (df
-h | grep "162\.20").

— Bo3moxHO, pecypc pacmnosiokeH HeOCpeACTBEHHO B KOPHEBOM (hailioBoi crcTeme.




Kax cnemyer mu3 Tabmuubl 1, nis BceX SKCIOPTUPYEMBIX PECYPCOB (32 UCKITIOYCHUEM pe-
cypca storage_ro na ysne 192.168.162.57, cmoHTHpOBaHHOTO Ha y3i1€ «appl» 6e3 mocryma Ha
3aIKCh) MPOIEHT UCIOIb30BAHHOTO MPOCTPAHCTBA HE MPUOJIMKACTCS K KPUTUUECKUM 3HAUCHH-
M.

AHanu3 mpoOsieMbl ObUI BBINOJHEH COTPYJHUKAMU YIpaBieHHUs HH(POPMAILIMOHHO-
TeleKoMMYyHUKanoHHON uHppacTpykTypsl (YUTKN) B anpene 2024 r. YcTaHOBIEHO, YTO TI0-
Tepsl JOKYMEHTOB COOTBETCTBYET MOMEHTY BO3PACTaHHUs YMCIIA MIOIKATAIOrOB IEPBOr0 YPOBHS A
katajore /mnt/medo out Ha y3ne «appl» (paxruuecku, 3To KaTtanor /opt/pair-node-
distributor/storage/sed out Ha y3ne «medo-dspy»). Corpynuukamu YUTKU cpen-
CTBaMH zabbix  OBUI  HACTpOEH MOHHTOPUHI  Karajora /opt/pair-node-
distributor/storage/sed out. Ha ocHOBaHUM pe3ylbTaTOB MOHUTOpPUHIA IIpu cpaba-
ThIBAaHUM TPUITEPA IO YHUCITY [TOJKATAJIOrOB OIEPATOP BBIIOIHAET MEPE3ANyCK CIyKObl pair-
node-distributor. /JJoNOJHUTENBHO BBINOJHAETCS MOHUTOPUHI Kartajora /opt/pair-
node-distributor/storage/sed in;cpabaTbiBaHue TpUITEPA I10 YKCIY [10JKATAIOrOB
JUTSI TOTO KaTasiora ObLIO 3aperuCTpUPOBaHoO, B yacTHOCTH, 24.05.2024.

Bo3MokHBI 110 MEHBIIIEH Mepe TPU BapHaHTa PEelIeHUs MpoOIeMbl, He TpeOyIoIIe Iepruo-
JUYECKOr0 BHUMaHUS ONEPaTOpoOB U3 yucia cotpyaHukos Y UTKU.

1. AHanu3 MCXOIHOTO KoJa cly:kObl pair-node-distributor, jokanu3anus Mmpo-
OJieMBbI U ee perieHne pa3paboTuuKoM CiykO0bl pair-node-distributor.

2. Ananm3 MCXOJHOTO Koja ciaykO0bl pair-node-distributor, JoKamu3amus Mpo-
OnieMsl U ee perienue cotpynanukamu Y UTKU.

3. MackupoBka npo6emMbl, 00ecrieunBaionias B HyJI€BOM MPUOIIKEHUH €€ pEeIleHUe CH-
namu cotpyanaukoB YUTKU.

Bropoii BapuaHT HEe MOXKET ObITh PEKOMEH/I0BaH 10 HECKOJIBKUM MPUUHMHAM:

— obriee 4ncio ucxoaHbIX (aitmos (*.php) ciyx6s1 (mus Bepcun 3.1.8.4120) cocraBiser
170, aucmo crpok — 24702,

— aHaJIM3 ¥ KOPPEKTUPOBKY KOJa CIIyKObI HY)KHO Oy/IeT BBIOJIHATH MOCIIE KaXJI0ro ee 00-
HOBJICHUS;

— aHaJIM3 U KOPPEKTHPOBKA KOJla CIIyKObI, pa3pab0TaHHOM TpeTheil CTOPOHOI, HE BXOJIUT B
o0acTb 0TBETCTBEHHOCTH coTpyaHuKoB Y UTKU;

— aHaJIu3 U KOPPEKTUPOBKA Koja ciayxObl, onepupytomieid fokymentamu JICII, cotpyanu-
kamu YUTKU negonycruma.

[lepBblil BapuaHT SABISETCA ONTUMATbHBIM.

B HacTosmel aHaMMTUYECKON 3alMCKE PACKPBIBAETCS TPETHM BapHaHT, COCTOSIIMI B CO-
3laHUM JIOTIOJIHUTENBHOM CIIy’)KObl MOHUTOpPMHra M Iepe3alycka cepBuca pair-node-—
distributor.

Cnyx0a BKJIIOYAeT:

— cueHapuid Ha si3pike Bourne shell, kotoperiii Ha y3me «medo-dsp» nomkeH OBITH pa3me-
H1aeTcs B Karajore, BXOAsIleM B nepeMeHHyto cpeasl PATH cyneprionb3oBarens (nmpeamnoyru-
TeIbHO — B /opt/bin mwmu /usr/local/bin);

— KOH(UTYpaIMOHHBIN (ailyl, ©MsI KOTOPOTO COBMAJACT C UMEHEM CIICHApHsI, WMEIOIIHI
JIOTIOTHUTEIIBHO pacliupeHue «cont».

[Touck kKoHPUTypanMOHHOTO (aiiyia BBHIMOIHAETCS B CIEIYIOIIEM MOPSIKE:

— KaTaJlor etc Ha ypOBEHb BBIIIE KaTajora, B KOTOPOM pa3MellleH CIIeHapuii;

— Karanor /opt/etc;

—Karanor /usr/local/etc;

— KaTaJjor, B KOTOPOM pa3MeENIeH ClIeHapHil.

B koHduryparronHoM ¢aiine 10JKHBI ObITh YCTaHOBJICHBI CIEAYIOIIUE IIEPEMEHHBIE:

—MON1 DIR: nepBblii U3 KaTaJIOrOB, IIOUIEKAIMX MOHUTOPHHTY;

—MON2 DIR: BTOPOH M3 KaTajaoros, MOAJIEKAIIMX MOHUTOPUHTY;



— WARN_NO: 4MC/I0 TOAKATAJIOTOB IMEPBOr0 YPOBHS, IIPHU JOCTHKEHHUH KOTOPOTO BbIAACTCS
npeaynpexaaroniee COOOIeHHE;

— CRIT NO: 4HCIIO IOAKATAIOrOB NEPBOrO YPOBHS, IIPU JOCTUKEHHUH KOTOPOTO BBIIAETCS
coo011ieHre 00 OIINOKE U BBIIOIHAETCSA 3a0aHHOE JEHCTBHE;

— CRIT ACTION: JIEHiCTBHUE, BBIOIHSIIONICECS IpU JOCTWIKEHUHN KPUTHUUECKOI'O 4YHCIIa
MOJIKaTaJIoroB.

Ilpn cHMKEHMHM YHMClIa TIOAKATAJIOrOB HMWKE 3HadyeHHs WARN NO (Ipu yCIOBHM, 4YTO
npeaplayliee 3HauyeHue OBLIO HE HUXE WARN_NO) BBIIAETCSA COOOIIEHHE O IITATHOM COCTOS-
HUU.

B nepemennoit CRIT ACTION MOryT OBbITh HCIIOJIB30BAaHBI JOIIYCTUMBIE B CHUCTEME KO-
MaH/bl 000JIOUKH, B T.4. (PUIBTPHI U KOHBEHEPHI.

JlomoTHUTENHHO B KOH(MUTYPAIIMOHHOM (paiisie MOTYT OBITh YCTAaHOBIICHBI IEPEMCHHBIE!

— TRIGGER1 FILE: uMsA ¢aiina (aOCOMIOTHBIN MyTh) COCTOSHUS MEPBOrO KaTajuora Mo-
HUTOpPUHTA (TI0 YMOJIYaHHUIO «/ tmp/ndmon . triggerly);

— TRIGGER2 FILE: umd ¢aiina (aOCOMIOTHBINA IIyTh) COCTOSIHUS BTOPOTO KaTajora Mo-
HUTOPHUHTA (TI0 yMOIUaHUIO «/tmp/ndmon. trigger2y);

— TO CRIT FROM OTHER MSG: TeKcT cooOmeHus 00 ommubke (10 yMOTYAHUIO
«‘UMsl_ckpunTa-roa-mecsi-aens”: critical number ‘“smagenue CRIT_NO” of TL subdirs,
executing neiicteue “3uaucare CRIT_ACTION”»);

— TO _WARN FROM NORM MSG: TEKCT  HIpenynpexaeHus (Io  yMOJIYaHHUIO
«‘UMsI_CKpHUNTa-Toa-Mecsi-aeHs”: warning: number of TL subdirs reached ‘“3uadenue
WARN_NO”»);

— TO_NORM MSG: TEKCT CcOoOOIIEHHS O nepexoa¢e B MITATHOEC COCTOSTHHUE (no YMOJIYaHHIO
«‘umsi_ckpunra-ron-mecsi-aens”: number of TL subdirs returned to normal (less then “3naue-
Hue WARN_NO”»).

Ecnu koHpurypanoHHblil Qailn He HaiiieH, UCIOIB3YIOTCS 3HAYEHUS IO YMOJYaHUIO (B
T.4. Ui TepeMeHHbpIXx MON1 DIR, MONZ DIR, WARN NO, CRIT NO m CRIT ACTION, cMm.
UCXOJHBIN KOJ CLIEHAPHUS).

JluctuHr cuenapus npuseaeH B npuioxeHuu 1 u nocrynen no URL:
https://cito.os22.ru/files/nddoublemon/opt/bin/nddoublemon

[Ipumep koHpuUrypannoHHoro Qaiina npuseaeH B npuioxeHuu 2 u focryned no URL:
https://cito.os22.ru/files/nddoublemon/opt/etc/nddoublemon.conf

VYcTaHoBKa ClieHapus BKJIIOYAaeT KOMUPOBAaHUE €ro B TpeOyeMblii KaTajor, co3/ianue (B T.4.
HA OCHOBE MPHJIOKEHHs 2) KOH(pUTypanroHHOTo (aiina u obecreyeHrne ero mepuoIuyeckoro
Bb130Ba cpenctBamu OC. st OC ¢ GyHKIIMOHUPYIOIIEH CIIy)00i cron (WK ee dMYJIALHEH, B
T.4. CpeAcTBaMU Systemd) AocTaTodHO N00aBUTH B (paitn /etc/crontab COOTBETCTBYIO-
11y crpoky. Hanpumep, 1151 neproIu4ecKoro 3amycka ¢ MHTEpBajJOM B OJIHY MUHYTY:

*x/1 ok ox ok ok root /opt/bin/nddoublemon

[TonydeHue omoBeUIEHUI HA AJEKTPOHHYIO MOYTY MOTpeOyeT HacTpoikum sendmail-
nogo0Horo arenta nepenaud noutsl (SMTP-knuenrta; mpoBepka BwimonHsulach ainst MTA
msmtp, pUCYHOK 2).

CerogHa

ﬁ silentrapt@gmail com Cron <root@web2> /opt/bin/nddoublemon nddoublemon-2024-05-27: number of

@ silentrapt@gmail.com Cron <root@web2> [opt/bin/nddoublemon nddoublemon-2024-05-27: critical number 4 of TL subdirs! Executing "echo Muhaha
) .

@ silentrapt@gmail com nddoublemon_DEBUG Muhaha !
£ . P ANNA NE AT T - ”

% silentrapt@gmail.com Cron <root@web2> [opt/bin/nddoublemon nddoublemon-2024-05-27: warning: number of TL subdirs reached 3

Pucynok 2 — [Tpumep coobuienuii o cpabaTbIBaHUM TPUTTEPOB


https://cito.os22.ru/files/nddoublemon/opt/bin/nddoublemon
https://cito.os22.ru/files/nddoublemon/opt/etc/nddoublemon.conf

Hns OC, ocHOBaHHBIX Ha systemd M HE BKIIOYAIONIMX HU PEATU3AIUI0, HU SMYIISIIIUIO
CIyXO0bl cron, noTpedyeTcs co3ganue timer-monyns systemd.



[Ipunoxxenue 1. JIucTunr cueHapus

#!/bin/sh
# Counts number _nd of top-level subdirs in two MON_DIRs and performs
# actions (if not empty) in case of:
# a) nd reached level CRIT NO, previous level was not CRIT NO;
# b) _nd reached level WARN _NO, previous level was normal;
# c) _nd returned to normal level, previous level was not normal.
die() {
echo $@
exit 1

}

# These variables should be altered in config file.
# Absolute path to directories to monitor

MON1 DIR="/tmp/monl"

MON2_DIR="/tmp/mon2"

# Number of TD subdirs: warning level.

WARN NO=2

# Number of TD subdirs: critical level.

CRIT NO=3

# Action to execute in case a). Any shell command (s), pipes allowed, but no local vars.
CRIT_ACTION="echo Muhaha ! | mail -s nddoublemon DEBUG root"

# "Semi-local" variables (for use in config also).
_me="$ (basename $0)"
_date="$ (date '+%Y-%m-%d')"

# These variables may be altered in config file.

# Absolute paths to trigger files

TRIGGER1 FILE="/tmp/ndmon.triggerl”

TRIGGER2 FILE="/tmp/ndmon.trigger2"

# Messages.

# Note: ${ me} and ${ date} are valid at the moment and can be used in config.

# Note: if WARN_NO, CRIT_NO and CRIT_ACTION are to be set in config, they should set be above
messages.

TO CRIT FROM OTHER MSG="S${ me}-${ date}: critical number S${CRIT NO} of TL subdirs, executing
\"${CRIT7ACTION}\"."

TO_WARN FROM NORM MSG="${ me}-${ date}: warning: number of TL subdirs reached ${WARN NO}."

TO NORM MSG="${ me}-${ date}: number of TL subdirs returned to normal (less then ${WARN NO})"

# Source config file
config file="S$ (dirname $
-r "${ config file}"
-r "${ config file}"

)/../etc/${ me}.conf"
| config file="/opt/etc/${ me}.conf"
| config file="/usr/local/etc/${ me}.conf"
-r "${ config file}" | config file="$ (dirname $0)/${ me}.conf"
-r "${ config file}" & . "${ config file}" \
|| echo "${ me}-${ date}: warning: unable to find configuration file ${ config file}."
If you need a lot of warnings, just uncomment the line above.

0
1
1
11
] &

TR -

# These variables are for internal use only
_norm_id="NORM"
_warn_id="WARN"
_crit_id="CRIT"

# If there is no saved state, assume it was NORM.

[ -f "${TRIGGER1_FILE}" ] |l echo ${_norm_id} > "${TRIGGER1_FILE}"
[ -f "${TRIGGER2_FILE}" ] |l echo ${_norm_id} > "${TRIGGER2_FILE}“
[ -r "${TRIGGER17FILE}" -a -r "${TRIGGER27FILE}" 1 11\

die "${ me}-${ date}: wunable to create trigger file(s) \"${TRIGGER1 FILE}\" and/or
\"${TRIGGER2 FILE}\"."

# This function should only be called from check dir for trigger()
# arg no. 1: MON DIR, we assume it exists.
determine state() {
_mon_dir="$1"
_nd=$ (find "${ mon dir}" -mindepth 1 -maxdepth 1 -type d | wc -1)
[ ${ nd} -1t S{WARN NO} ] && echo ${ norm id} && exit
[ ${ nd} -1t $S{CRIT NO} ] && echo ${ warn id} && exit
echo ${ crit id}
}

# Actual work.

# arg no. 1: MON DIR, will be checked for existance.

# arg no. 2: TRIGGER FILE, will be checked for rw access.
check _dir_ for_ trigger()



_mon dir="$1"

_trigger file="$2"
_caller="check dir_for_ trigger()"
[ -d "${ mon dir}" ] || \

die "${ me}-${ date}: ${ caller}:
config \"${ config file}\"."
[ -r "${ trigger file}" ] || \
die "${ me}-${ date}: ${ caller}:
check config \"${ config file}\"."
[ -w "${ trigger file}" ] || \
die "${ me}-${ date}: ${ caller}:

check config \"${ config file}\"."

_old state="$(cat ${ trigger file})"

_new state="$ (determine state ${ mon dir})

if [ ${ new state}
# Case a)
[ -n "${TO _CRIT FROM OTHER MSG}" ]
if [ -n "${CRIT_ACTION}" ]; then

eval ${CRIT ACTION}

${_crit_id) -a ${ old_

directory \"${ mon dir}\" does not exist, check
trigger \"${ trigger file}\" is unreadable,
trigger \"${ trigger file}\" is unwritable,

"

state} != ${ crit id} ]; then

&& echo "${TO CRIT FROM OTHER MSG}"

state} = ${ norm id} ]; then

fi
echo ${ new state} > "${ trigger file}"
return 1
fi
if [ ${ new state} = ${ warn id} -a ${ old
# Case Db)

[ -n "${TO_WARN FROM NORM MSG}" ]

# Case c)

[ -n "S${TO NORM MSG}" ]
fi
echo ${ new state} > "${ trigger file}"
return 0

}

# main ()

&& echo ${TO_WARN FROM NORM MSG}
elif [ ${ new state} = ${ norm id} -a ${ old state}

!= ${ norm id} ]; then

&& echo ${TO _NORM MSG}

check dir for trigger "${MON1 DIR}" "S${TRIGGER1 FILE}"

_retvall=$?

check dir for trigger "S${MON2 DIR}" "S${TRIGGER2 FILE}"

_retval2=$?
[ ${ retvall} -eq 0 -a ${ retval2} -eq 0 ]

&& exit O

exit 1



[Tpunoxenue 2. [Ipumep koHpuUrypannoHHoro paiina.

MON1 DIR="/opt/pair-node-distributor/storage/sed out"
MON2 DIR="/opt/pair-node-distributor/storage/sed in"

WARN NO=100

# WARN NO=3

# Number of TD subdirs: critical level.

CRIT_NO=190

# Action to execute in case a). Any shell command (s), pipes allowed, but no local vars.
CRIT ACTION="systemctl restart pair-node-distributor"

# Note: ${ me} and ${ date} are valid since we are sourced after their initialization.
# Note: if WARN NO, CRIT _NO and CRIT_ACTION should set be above or not at all.

TO CRIT FROM OTHER MSG="${ me}-${ date}: critical number ${CRIT NO} of TL subdirs! Executing
\"${CRIT _ACTION}\"."

TO_WARN FROM NORM MSG=""
TO_NORM MSG="${ me}-${ date}: number of TL subdirs returned to normal (less then ${WARN NO})"



